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Export Compliance — A Business View
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Business Process Review

e New Product Introduction
e Marketing and Sales

e Order Management

e Shipment

 Human Resources
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New Product Introduction Lifecycle

Concept/Definition

Development

Prototype/Beta

Enhancements/
Upgrades

«Jurisdiction
Classification
*Deemed Exports

«Jurisdiction

Classification *Red Flags
:Iii‘;?]’;‘i’r']"gy Transfer | .peemed Exports -Jurisdict?on
g *Technology Transfer | «Classification
*CCATS *Notification Jurisdiction
Licensing *Documents/Shipping «Classification
*Reporting *Deemed Exports

*Technology Transfer
*CCATS

sLicensing
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Purchasing Lifecycle

Sourcing

*Screening
Jurisdiction
Classification
*CCATS
sLicensing

Purchase Orders

*Screening
*Antiboycott
*Red Flags
Jurisdiction
Classification
*CCATS
License
*Documents/Shipping
*Routed Exports
*AES

*Reporting
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Marketing Lifecycle

Demo/Presales

*Red Flags
*Screening
Jurisdiction
Classification
*Deemed Exports
*Technology Transfer
*Documents/Shipping
*AES

*Reporting

Distribution/Resale
Agreements

*Red Flags
*Screening
+Classification
*CCATS

sLicensing
*Documents/Shipping
*AES

*Reporting

Trade Shows/
_Sample

*Red Flags
*Screening
Jurisdiction
*Deemed Exports
*Technology Transfer
*AES

*Reporting

Hand Carries

*Red
Flags

*Screening

«Jurisdiction

Classification

*CCATS

License

*Documents/Shipping

*AES

*Reporting
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Sales Lifecycle

Demo/Presales

*Red Flags
*Screening
+Jurisdiction
+Classification
*Deemed Exports
*Technology Transfer
*Documents/Shipping
*AES

*Reporting

Quote/ Customer
Order

w
7 |

*Red Flags
*Screening
«Jurisdiction
Classification
*CCATS

License
*Documents/Shipping
*AES

*Reporting

Installation/Training

*Screening
Jurisdiction
*Classification
*Deemed Exports
*Technology Transfer
*CCATS

Licensing

Support

-RedLFIégs
Jurisdiction
Classification
*Deemed Exports
*Technology Transfer
*CCATS

License

*Routed Exports
*AES

*Reporting
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Human Resources Lifecycle

*Screening

Application

*Screening
«Jurisdiction
Classification
*Deemed Exports

*Screening
eJurisdiction
*Classification
*Deemed Export
eLicense

Management

«Jurisdiction
*Deemed Exports
License
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Shipping Lifecycle

Samples

*Red Flags
*Screening
Jurisdiction
Classification
*Deemed Exports
*CCATS

Licensing
*Documents/Shipping
*AES

*Reporting

Hand Carries

*‘Red
Flags

*Screening

Jurisdiction

Classification

*CCATS

License

*Documents/Shipping

*AES

*Reporting

Orders

*Red Flags
*Screening
«Jurisdiction
Classification
*CCATS

License
*Documents/Shipping
*AES

*Reporting

Returns

.
*Red Flags
«Jurisdiction
Classification
*Deemed Exports
*Technology Transfer
*CCATS
License
*Routed Exports
*AES
*Reporting
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Ensuring Global Compliance

m iz

e

Purchasing/Logistics

e U

1 N\

.

*Purchasing
] ‘Human Resources
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| |

wuan.thaodora.com/maps l‘;l

Map courtesy of www.theodora.com/maps, used with permission. ©
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Establishing an Export Council

2. Being Actively Involved in Export Compliance

Senior management must become actively involved in export compliance functions and
assume responsibility for export compliance. Management must understand when and how
export laws and regulations affect the company and the corporate internal controls that have been
implemented to ensure compliance with these laws and regulations.

Omne way for management to become actively involved in export compliance functions is
through an export compliance council that meets regularly. This council. which should include
senior corporate personnel and business unit personnel, can serve a critical function in
overseeing a company’s export compliance program. Effective use of a compliance council is
explained more fully in section IV.B below.

The degree of senior management conunitment is potentially correlated with the degree
of involvement by the Board of Directors. Most companies interviewed by the Task Force did
not have a Board committee to specifically oversee export compliance functions. More
commonly, the Board became involved only if negative audit findings were reported to the Audit
Committee or the export compliance council raised an issue to the Executive Committee or Audit
Committee. Nevertheless, one way for a company to sustain a strong and very visible
management commitment is to give a Board committee process-level oversight of export
compliance functions, similar to the Audit Committee’s oversight of financial matters. This
oversight function could be performed by the Executive Committee, Operations Committee,
Compliance Committee, Audit Committee, or other committee as appropriate.’’
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Establishing an Export Management System

e To achieve your strategic goals:
— Integrates people, process and technology.
— Incorporates checks, balances and accountability.
— Testing, Auditing, Reporting and Follow-Up.
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Regulatory Basis for Having an EMS

e Program that helps ensure that each
export/reexport is treated consistently and in
compliance with U.S. export laws and
regulations.

< A map to consistent export compliance.

e An EMS is not a U.S. Government-mandated
regquirement.

e However, In a changing export control
environment, it is a program that companies
may consider establishing to ensure their
actions are handled in a way that they comply
with the EAR.
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Structure of an EMS )5 = etn peterson

Enterprises, Inc.

EXPORT MANAGEMENT SYSTEM

e Elements et s
— Administrative. =
— Order Processing. m—

— Screening. .

5 Disabudon
6 Uslng this Manuai
7 Refarence

A

A

.1.3 Exports and Other Regulaled Transactons
1.4 General Aovisanes

a

a

a

2.0 administrative Elements

21 ME'IEE EF[CEITI'HHITHT.
2.1.1 Corporate Aulhorlly of Company's Expart Compliance Policy
2.1.2 Sialemant of Company's Export Campilance Palicy
2.1.3 Communication of Company s Export Complance Commitment
2.1.4 Reference

22 relole Personnsl
2241 ki Persominel Cefinkion
222 wﬂﬂspmsue Personnel
2.2.3 Exporl Respanshiities of Cther Persornel
2.2.4 Respansbilities of Third Parly Serdce Providers
2.2.5 Customer Communications
2.2.6 Govemmen? Communicaions
2.2.7 Refanenca

231 Purpass

2.3 Record Keaping Palcy and Procedurss
23,3 Methods of Retenion

234 Refarencs

2.4 Tralninig
2.4.1 General Employes Tralning

2.4.2 Loglstics, Sxpart Compliance, Strategic Relalions and Exscutive Training
243 TmlnlnEELcég

24.4 Sxecutfve Hiefings

24,5 Refarence

Beth Peterian Enterpriss, inc.
137 Pl Strewt San Frarchico, T8 $4117 Tel: 4155452067
satientpeglobial . com
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Who to Share Your EMS With

e Executive Management (5-6 slides max).
e Export Council.

e General personnel:
— New employee orientation.
— Departmental specific training.

e Logistics and compliance personnel.
e Service providers.

e Customers.

e Internal Audit.
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When to Share Your EMS

Upon publication.

New employees.

Company meetings.

Annual departmental reviews.
Update bulletins.
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How to Share Your EMS

e Printed materials:
— Employee handbook.
— Employment applications.
e Website
— Intranet.
— Extranet.
e Video and Audio Conferences

e In person meetings:
— Department meetings.
— Site specific.
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What is the Commerce Control List?

e The Commerce Control List (CCL) is divided into 10

categories.

— O-Nuclear Materials, Facilities and Equipment and Misc

— 1-Materials, Chemicals, “Microorganisms,” and Toxins

— 2-Materials Processing

— 3-Electronics

— 4-Computers

— B-Telecommunications and Information Security

— 6-Lasers and Sensors

— 7-Navigation and Avionics

— 8-Marine

— 9-Propulsion Systems, Space Vehicles and Related
Equipment
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What is the Commerce Control List?

e Each category iIs subdivided into five groups,

designated by the letters A through E

A.

moow

Equipment, assemblies and components
Test, inspection and production equipment
Materials

. Software

Technology.
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Export Control Classification Number (ECCN)

Five Product Groups
Commerce Control List Categories A. Systems, Equipment and
Components
0 = Nuclear materials, facilities and B. Test, Inspection and 5 Types of Control
equipment (and miscellaneous items) Pruductu:_m Equipment _ _
1 = Materials, Chemicals, Microorganisms C. Material 0. thlona! Security reasons
and Toxins D. Snftware/ (mcludln_g Dual Us_e_ and _
L2 = Materials Processing _ __ ____________ i E. Technolog\f‘/ International Munitions List) and
| |2 = Bectronics . Items on the NSG Dual Use
Ll 4= Computers - - - oo ____. : Annex and Trigger List
5 = Telecommunications and Information < 1. Missile Technology reasons
Security 2. Nuclear Nonproliferation reasons
& = Sensors and Lasers 3. Chemical & Biological Weapons
7 = Navigation and Avionics reasons - _
8 = Marine 9. Anti-terrorism, Crime Control,
9 = Propulsion Systems, Space Vehicles, EeNglsonalt_Stabllltty, SIri: SLfEelhy:
and Related Equipment anctions, etc.

31|A[|0]]0]|1

Unilateral or Multilateral Y

—
~——

0. Multilateral Degree of Control
9. Unilateral

A




_J]

- I—1] Beth Peterson
W Enterprises, Inc.

Numbering System

001-099 — National Security

200-299 — Nuclear Non Proliferation
300-399 - Chemical and Biological
900-999 — Foreign Policy

980-989 — Short Supply/Crime Control
990-999 — Anti Terrorism/ United Nations

900-999 Not strongly controlled
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ECCN Classification

e Hardware — be sure that your item fits

within the technical parameters of the
ECCN.

— There should only be one ECCN with the perfect
fit.

e Technology and Software

— Establish the hardware ECCN
for which its “required” to
“develop”, “produce” or “use”
and that will drive the Group
“D” or “E” control.

— Exception — encryption software
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Determining ECCN at Time of Export

Silicon
Carboid
Wafer
3C005

Design
3EO001

5A992 Server

5D002
1/C

OAQ001 Aircraft

Assy
9EO001
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Is EAR99 an ECCN?

e |t is not an ECCN.

e EAR99 — "basket" designation for items that are
covered by the EAR, but are not specified on the
Commerce Control List.

e When your item, software or technology is subject
to the EAR, but not Iin the CCL, you classify it as
EAR99.

« EAR99 does not mean that a license i1s not
required.
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Reading the CCL

Part 738—page 1

1. Determine your category §738.2

2 Read the Category IN order COMMERCE CONTROL LIST (CCL)
STRUCTURE
— Read notes
— Read the CCL in order
The CCL is divided into 10 categories, numbered

— When you find your product, as follows:
make sure that it meets

(a) Categories

(-Nuclear Materials, Facilities and Equipment

the characteristics ?H&Missrillagﬁous g | |
- - -Materials, emicals, “Microorganisms,” an
described in the CCL. Toxing | SR

2-Materials Processing

3-Electronics

4-Computers

5-Telecommunications and Information
Security

6-Lasers and Sensors

7-Navigation and Avionics

8-Marine

9-Propulsion Systems, Space WVechicles and
Related Equipment
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CCL Discussion

e ITAR and EAR Products

— Two jurisdictions — one company

— Segment your products, software and technology
e Different part numbering systems for each
e Mark your ITAR products

— Don’'t default to ITAR when its EAR.
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Product Matrix

e Version control

e Share it
— Intranet and Extranet

e A product matrix should include:
— Finished goods

— Parts
— Components
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Product Matrix Contents

e Jurisdiction

e ECCN

e CCATS (if applicable)

e License authorization/exception

e Live links to references (e.g. E:1 list)
e HTS

MODEL HUMBER DESCRIPTION ITAR UsSML 3 License License Ruling Date HOTES
2 Controlled Category Exception Required

1234-3bed Product | 8472.30.1000 Ro Tt EARSY MLR E-1 Countri GI234567 | 63108 Z1234455

- - - e
4 1234-defg Produst 2 A030.10.1000 Mo MiA EARS3 MLR: Ex Countri Self Classify | 1003108
. u I I I I a I‘ a e 1234-hilk. Product 3 8471101010 Wes Hi[g) ITAR [ License required to | A&, 3 ITAR due to,
g all countries.
1234-Imnop Product 4 8471101010 Wes [ ITAR [ License required to | A&, 3 ITAR due to,
- - -
[ ;
10
1

all vountries.
= E:1 Countries as of 6424/2008: Cuba, Iran, Maorth Korea, Sudan and Syris
1 State Department Proseribed Countries List, Part 1260 hitpuifuuy pmddic state gowiregulations Lauwsld Iaied | R

e Notes iE

33
4 4 b | Product Matrix %1 [ m !

I — =
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Managing Vendor Provided Info

e ECCNs

e Mass market (NLR)/ENC

designations
e Restricted/unrestricted

e CCATS information
— Number

E’xportlng

Microsoft Produ

T T

Click hete to tequest the packaging defails o PFIXCVEPNIDES=

P01 GE-B6=1 PIX 66-MHz Gigabit Ethermel inl. card, Mullimode ($%) SC

US HTS Number EU HTS Humber CA HTS Muimber ECCN
B517 90 400 B47I00080 BAT320 2000 LA
Encryption Hate Product *Praduct Woight | Product Dimension
Approval T T ;
Stalus inlb  [inkg |Height |Widih  Length
Mo Encryption or ¥ 215 097 ? ? ?

Autheniic ston Passwend
Entrytion: Orky lnfo

Click hars to request the packaging details fer PLX1GE 5=
PLEE15-Hw=: PIX 515/515E rack mounts, console cable, failover cable

Fhiaaii sébic foi empor inks ¥

BROOUCT FAMILY

US HTS Number FU TS Number CA HTS Number FCCN
617306600 2473303000 473,30 80.00 SAGE1
Encryption Hata Product “Praduct Waight | Product Dimanian
ight  |widh  |Lenyth
Microsoft 7 G

oris, VACH
=]
Ecoy L UNBESTRICTED CCATS Sag91
oduct Dimension
| n wa e dght  |[Width | Longth

- .
B o o i ol 2 & G142 06-GH2f. 2 Ghiz s Heon processar, Can un on Solarls §739, Su3E Entrprise Wind River Product Compliance Matrix - Prepared by Compliance Manager  June 12, 2005
Part Humber Clock Rate Processor Type & # ECCN MTOPS prevemar
A48-PCAT 28 Ghz 1 Intel Xeon 44994 7.467 Product Name ( current Marketing name in alp Alternate or Former Product Nam Version #5. CodeType  Expanded License | Tariff - HTS#
A48-PCA2 28 Ghz 2 Intel Xzon 44394 14,001
£48-PDAT 3.06 Ghe 1 Intel Xeon 4A994 8,160 Ecehe CDROME 1P
£48-PDA2 3.06 Ghz 2 Intel Xzon 44394 15,300
A48-PEA2 12Ghz 2 Intel Xeon 47094 16,533 |Atiache Source Source 500022 ENC 8524.31.0030
BiSream Genaraor BSG200 San Diego product na 58991 NLR | 8471500036
Midrange Servers: BlueThunder SOUTCE: 500021 ENC 8524.31.0030
Beard Support Packages - BSP's and BSP kit BSPs all ns EARSS NLR | 8524.31.0030
Sun Fire V1280 Servers - 4, 8 or 12 900-MHz or 1.2-GHz UllraSPARC Ill Cu processors
88D - FreeBSD version of BSD fom Wainut Creek C 4.2 source 500022 TSU | 8522310080
Part Humber Clock Rate Processor Type & # ECCN MTOPS
A40-WSPFA 900 MHz 4ush 4394 7425 880108 ot fbpozci ENC | 8524310030
A40-WSFFB 900 WHz sUS I 27004 14625 25D/ 03 ContibCD source 500021 TSU | 8524310030
A40-WSPF12 900 WHz 12usil 44394 21825 BSD/ 05 Source source 500022 TSU | 8524310030
A40-4P1200 1.2GHz 4usi 4A304 2.900 BSD Iniernet Super Server (155) allthru 5.0 object 500021 ENC | 8524.31.0030
A40-6P1200 1.2 GHz BUS I 44934 19,500 BSD IS8 CortribCD source 5D002¢ .1 TSU | 8524310030
AS012P 1200 1:26He 12ush shond 22100 85D 135 Source allthru5.0 souroe 500023 TSU | 8524310030
BSDICS Inernes Server Edion ISE - object 43 8 431 8 50, ot 50002¢.1 ENC | 8524310000
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Exercise - CD Rom Drive

§738.2

1. Category

COMMERCE CONTROL LIST (CCL)

« 3 — Electronics STRUCTURE
e Electronics refers to the (a) Categories
flow of charge (moving . o |
I'he CCL is divided into 10 categories, numbered
electrons) through as follows:

nonmetal conductors
(mainly semiconductors),

(-Nuclear Materials, Facilities and Equipment
and Miscellancous

whereas electrical refers 1-Materials, Chemicals, “Microorganisms,” and
to the flow of charge roxins .
2-Materials Processing
through metal conductors. 3-Electronics
4-Computers
¢ 4 - CompUterS 5-Telecommunications and Information
- : Security
e A computer is a machine _ ,
] 6-Lasers and Sensors
that manipulates data 7-Navigation and Avionics
according to a list of 8-Marine

. . 9-Propulsion Systems, Space Vehicles and
Instructions. Related Equipment




_ N ] I—1] Beth Peterson

W | Enterprises, Inc.

Category 3 Note 1

1. Equipment and
components described
In 3A001 or 3A002

— Other than those
described in 3A001.a.3
to 3A001.a.10 or
3A001.a.12

IS determined by the

control status of the

other equipment.

Chmmeres Control L
CATEGORY 2 - ELECTRONICS

Al SYRTEMS, EQUIFMENT AND
COMPONENTS

Nowe Ir Thecomvol saws of equipmens and
oy s desoribed in 3 A0 or 3A00L, odher
dhan dhose dercribed n 34000 § oo 3AM0, 2 10
o 400 & 12, wiich ave sped ally desipuned for
o vl ol e e 5o faneto mal clharaaerinics
ar other equinmen is desermised by the conral
sazrern of the oder aqu e

Now & The comrol mow of dwegraed
creuity dereribad i 34000 2 8w A0, 20 oo
FA0N 2 §2 dhar are walirrably pro grammed or
destgmad for a spacific fimaian for oder
apuymmant i daermined by the aomrol s of
thher crare et AL

NB.: Fhen the manybomrer or appllcan
ot deemine de ool s of the odier
apuipmmy, e conrol saner of te megraed
crenis i5 desrrm bed im JA00 2 ¥ a0 ZA00] 2 0
and FAG el If de meegrawd chrowir in @
slirom-harad “miorommpare microcirauit® o
micoconoller  micoctront descwihed  in
FA0M 2§ avimg an opevand (dasa) word langl
af & birow fexs, the conrol pawn of e puegraed
dreur iy desermeinad in 340025,

XAl Electroni components, a5 follows fsee
List of Items Coniroll ed).
License Requirements

Rearom for Control: K5, MT_ NP, AT
Gzl iz} Conmary Chare
W3 applies to entine miry N3 Cobamm 2
MT applies o IA00]a la MT Cobamm 1
when wmable @ “mmissiles™;
md o 34000 a5 awhen

Frpurd Adasiabd ruta s Rl e ass

Supplenesl Na. | ta Fan 7 Categary 3—mge 1

*dmigned or modified” for

il iy e, hermedical by
sealed and rased for operation
i the lemperatore range from
below 54 T o above HIZE S

WF mpplies to pulse discharge NP Colomn |
capacitors in 3a00 a2

md sopemonductng

solenoidal e ectmmagneds

m AN daimes or

exceed the techmical paramesers

= AN aand JATIL B,

respectively

AT agplies to entim entry AT Cobamm |
Lizense Exoeptions

LVE N for MT or NP
Wes for:
SIS0 3000 o
B0 IA00] bbb b d e
foamd g
B8000: 1AO0]a (except ala and
afa when comtmlled for MT), and
hdwmhT

® GRS Yes for 3AMIIalh, a2 fo all

{except a5 when controlled for
MTL b2 bE (excepd for TWTAs
exceeding 18 GHzL b 9 and 5

CIV: YesforlADlatlad aT anda il

List af Items Contralled

Ui Number

Rdawd Comrole 1) The following
commadities are under e expon loemsing
wathority of @ Deparimemt of Sate
Drirectorate of Defemse Trade Comirals (12
CFR past 121} when "space qualified” and
opemimg of fequencies higher than 118
GHx kel tobes (raveling wave tohes
(TWT)) defined @ 2A00IH ladc
microwave solid ste amplifiers defined
IA00l5 45 troveling wave tobe amplifias

Apell 1R 308
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Category 3 Note 2

2. Integrated circuits
described in 3A001.a.3
to 3A001.a.9 or
3A001.a.12 that are
unalterably programmed
or designed for a specific
function for other
equipment is determined
by the control status of
the other equipment.

Chmmeres Control L
CATEGORY 2 - ELECTRONICSY

Al SYRTEMS, EQUIFMENT AND
COMPONENTS

Nowe Ir Theconvol saws of equ e and
oy s desoribed in 3 A00F or 3A002, o dher
dhan dhose dercribed in 34002 § oo 3A00], 2 10
o 400 & 12, which are sped ally desipuned for
o vl ol e e g amee famesomal clharaaerinics
ar other equinment i desermised by the conral
sazreern of the oder aquipeen.

Now & The comrol mow of tweggraed
creuiry derevibad in 3A00] 2 8 w0 A0, 20 oo
FA0 2 §2 dhar are walirrably pro grammed o
destgmad for a spacific fimaika for oder
apuymmant i daarmined by the aomrol s of
thher carare et AL

NB.: Fhen e manubomrer or appllcan
ot daremine dthe comrol s of the oder
apupmmy, e conrol saner of te megraed
cronis i5 desrrmdned dm JA00 2 B a0 4000 2 0
and FAGLafl, I de meeprawd chrowir in @
sliromsharad “miorommpate microciranit® o
micoconnoller  micoctronty descwibed  in
FA0M 2 ¥ havimg an o pevand (dasa)l word langl
af & birow fexs, the conmrol pawn of e puegraed
dreur iy desermeinad in 3400025,

XAl Electroni components, a5 follows see
List of Items Controlled).
License Requirements

Rearom for Contral: K5, MT_ NP, AT

Gzl iz} Conmary Chare
W3 applies to entire iy N3 Cobamm 2
MT applies o IA00]a la MT Cobamm 1

when wmable o “mmssibs™;
md o 34000 a5 awhen

Frpurd Adusiabd rta s Tl aaians

Supplenesl Na. | ta Fan 7

Categary 3—mge 1

*dmigned or modified” for

il iy e, hermedical by
sealed and rased for operation
i the lemperatore range from
below 54 T o above HIZE S

WF mpplies to pulse discharge NP Colomn |
capacitors in 3a00 a2

md sopemonductng

solenoidal e ectmmagneds

m AN daimes or

exceed the techmical paramesers

= AN aand JATIL B,

respectively
AT agplies to entim entry AT Cobamm |
Lizense Exoeptions
LVE WA for MT ar NP
Yes for:
S1500: 1000 o
S0 A0l B b EBL RS d e
foamd g

B8000: 1AO0]a (except ala and
afa when comtmlled for MT), and
hdwmhT
® GRS Yes for 3AMIIalh, a2 fo all
{except a5 when controlled for
MTL b2 bE (excepd for TWTAs
exceeding 18 GHzL b 9 and 5
CIV: YesforlADlatlad aT anda il

List af Items Contralled

Ui Number

Rdawd Comrole 1) The following
commadities are under e expon loemsing
wathority of @ Deparimemt of Sate
Drirectorate of Defemse Trade Comirals (12
CFR past 121} when "space qualified” and
opemimg of fequencies higher than 118
GHx kel tobes (raveling wave tohes
(TWT)) defined @ 2A00IH ladc
microwave solid ste amplifiers defined
IA00l5 45 troveling wave tobe amplifias

Apell 1R 308
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Category 3 NB

e Cannot determine the

control status of the
other equipment, control
status of the integrated
circuits Is determined In
3A001.a.3 to 3A001.a.9
and 3A001.a.12.

Silicon-based “micro-
computer microcircuit

3A001.a.3 (8 bit or less)
control status iIs

determined in 3A001.a.3.

Chmmeres Control L
CATEGORY 2 - ELECTRONICS

Al SYRTEMS, EQUIFMENT AND
COMPONENTS

Nowe Ir Thecomvol saws of equipmens and
oy s desoribed in 3 A0 or 3A00L, odher
dhan dhose dercribed n 34000 § oo 3AM0, 2 10
o 400 & 12, wiich ave sped ally desipuned for
o vl ol e e 5o faneto mal clharaaerinics
ar other equinmen is desermised by the conral
sazrern of the oder aqu e

Now & The comrol mow of dwegraed
creuity dereribad i 34000 2 8w A0, 20 oo
FA0N 2 §2 dhar are walirrably pro grammed or
destgmad for a spacific fimaian for oder
apuymmant i daermined by the aomrol s of
thher crare et AL

NB.: Fhen the manybomrer or appllcan
ot deemine de ool s of the odier
apuipmmy, e conrol saner of te megraed
crenis i5 desrrm bed im JA00 2 ¥ a0 ZA00] 2 0
and FAG el If de meegrawd chrowir in @
slirom-harad “miorommpare microcirauit® o
micoconoller  micoctront descwihed  in
FA0M 2§ avimg an opevand (dasa) word langl
af & birow fexs, the conrol pawn of e puegraed
dreur iy desermeinad in 340025,

XAl Electroni components, a5 follows fsee
List of Items Coniroll ed).
License Requirements

Rearom for Control: K5, MT_ NP, AT
Gzl iz} Conmary Chare
W3 applies to entine miry N3 Cobamm 2
MT applies o IA00]a la MT Cobamm 1
when wmable @ “mmissiles™;
md o 34000 a5 awhen

Frpurd Adasiabd ruta s Rl e ass

Supplenesl Na. | ta Fan 7

Categary 3—mge 1

*dmigned or modified” for

il iy e, hermedical by
sealed and rased for operation
i the lemperatore range from
below 54 T o above HIZE S

WF mpplies to pulse discharge NP Colomn |
capacitors in 3a00 a2

md sopemonductng

solenoidal e ectmmagneds

m AN daimes or

exceed the techmical paramesers

= AN aand JATIL B,

respectively

AT agplies to entim entry AT Cobamm |
Lizense Exoeptions

LVE N for MT or NP
Wes for:
SIS0 3000 o
B0 IA00] bbb b d e
foamd g
B8000: 1AO0]a (except ala and
afa when comtmlled for MT), and
hdwmhT

® GRS Yes for 3AMIIalh, a2 fo all

{except a5 when controlled for
MTL b2 bE (excepd for TWTAs
exceeding 18 GHzL b 9 and 5

CIV: YesforlADlatlad aT anda il

List af Items Contralled

Ui Number

Rdawd Comrole 1) The following
commadities are under e expon loemsing
wathority of @ Deparimemt of Sate
Drirectorate of Defemse Trade Comirals (12
CFR past 121} when "space qualified” and
opemimg of fequencies higher than 118
GHx kel tobes (raveling wave tohes
(TWT)) defined @ 2A00IH ladc
microwave solid ste amplifiers defined
IA00l5 45 troveling wave tobe amplifias
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CCL 3 - Read in Order

e 3A001.a - General
purpose integrated
circuits

Not Integrated Circuits

Thmmeres Candral L

(TWTA) defimed i 2A0005 & and
derivatives Serenf; 1) "Space qualified” and
madiation hardemed photovolisic ammys, as
defmed m IA00 L e | c hvingsiliconcellsor
having smgle, dml or sriple junction salar
cells #at have galliom arsemide a5 ome of Sie
Jemctions, am sovjedt to e expont Hoemsmg
athaority of e Depantment of Commence.
All other “space galified” and radiadon
hardemed  photovoliaic ammms defimed @
1a0ilel.c and spacecrafi/satellise
comcentmions and hateris e wmde de
export hicensmg awthority of &ie Dep mrimend
af Hate, Dimcomnk of Deferse Tade
Comtmb (XX CFR pam 121} (3 The
fallowing commadities am wnder e axpont
licersmgvofonty of fwe Depariment of Sk,
Drireciomie of Defesse Trade Comdrols (22
CFR pant 121} (a) Radiasonbardened
microelectronic  cicuiss confrolled  bw
Casgory XV (d) of the United Sutes
Mumitors Lt (USMLE asd (Bp All
spec fical by desigmed or madified s vstems or
SuhEYE ST, CONON M, PAS, AC0SRROTes,
attachments, and associated  equipment
comtrolled by Casegory XV e} of e USML
Seaalzn 1AL0L IATL amd IASS 1
Relawd Definirioms: For the poposes of
imtegrated circoits @ 3A000al, 5 x 1’
Gy(Sip= 5 x 10" Rads (3i); 5x 10° Gy (Si)s
= 5 x Iif Rads (Siys. For paposes of
photovoliaic ammays in 24000 2 lo, an amy
predomimatdy commints of 2 mabwimte; salar
cells baving silicon cells or having smgl,
duaal, and or iple jumcton solar cells &at
have galliom asaide as one of e jamotions;
coverglass; ulmawiokt coatimgls); and
honding agent(s). Spacecrafismellite: solar
comcenimions, power condiiones od or
comirollars, bearing amd power dramsfer
assembly, amd or deployment
hardware/systenns are comtrolled wmder die
export licensing aohority of Sie Depantment
aof Stk Directorae of Defemse Tmde
Comtmk (220FR past 121}

T

Frpunt Ao bl radio o Flag e Sams

Sapplesiest Na. | ta Part 74

Catgory 3—pags 2

1 (emeal popose miegrated ciromits as
fallorars:

Nawe I't The aomwrol s of walers fiin i ad
or wefiished), v owiich rhe functon bar hem
desvmimed, v © be ovalvawd apawmsr dhe
parameers af A0 La

New 21 [fmegrawd ciews mdede the
Jalknwing fpes:

“ Mom ol d e tnsrgraed cdrouin

“Mybrid megrawd corenin ¥

“Mufuchip imegrased ciowim 7

“Fiim npe megrared coeuin”, cluding
sl com-on-sappldre dwepratad arowin;
“Hprical iwregraed circuin .

al. htegrated ciromits, designed or rased as
rediation hardemed fo0 withstand any of &e
fall vavimg:

ala Astal dose of 5x 10" Gy (Si) or
Bigher;

alb A dose mte mpset of 5 x 10° Gy
{5V, orhigher; ar

alec. A floemce (mtegrated flax) of
memimoms | 1 hdeV equivalend) of £ x 107 nfom® or
highar on silicon, or i equivalent for other
mmaterialks;

Nete: 3A00Lal.c doer mor apply o
Mraal borala sor Semiconduaors (TS L

ol “Microprocesor microcincmits”,
“microcomper micmdrois”, migooonimaller
microcicmits, storage miegraled ciroads
masvafactared from a compoand semicondector,
malog-fo-digital  conventers, digitl-so-amlog
comventers, ekedro-opticl or “optical mtegmied
cirouis” designed for “sigral processing”, field
programrmable logic devices, mewmal metwork
mitegmiad cironis, custom indegrated corcuits for
which eifia de fmcton is wmimown o &e
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CCL 3

« 3A001.b - Microwave
or millimeter
wave components

Wave Components

Thmmiseros Contral L

afilh Omeor more San one insermal light
datecting clement; and

ab. Optical wavegaides;

0.7 Field programmabile logic devices having
vy of S fol lowing:

a7a. Anequivalentusable gase commt of
mere dan 300000 (2 mpat g g

aTh A typical “hasic gafe propagation
delay dme™ of less San 0.1 m; or

a7, Atoggk frequency exceeding 133
MHz;

Note:  3A00a?  imcldem: Siwmple
Progravmmahle Logic Devices (SPLDs |, Complex
Programmable Logie Deviges (CPLIDs), Fuld
Prograwmmzhle (Gaw Aregyr (FPOASL Fald
Progravemable Logie Avays (FPLA ), and Field
Prograverahle bereomect (FPIC).

N8B Feld programmable logic devices
ae also lmowe @ field programmable gare or

Jeld prograwemab e g @vaen

a® [RESERVED]

a9 Nearal metwork indegrated circuits;

010 Cestom imdegrated cinoois forwhich Sie
famction i mnlmoen, or the conim | states of e
aqupment m which the indegrated croms will be
e & omkmo e o the mamafacioers, having any
af & following:

alia. More dan 1000 sermmals;

alih. A gypical “basic gake propagation
delay dme™ of less San 0.1 ns; o

allc. Anoperating frequencyexcesd ing
3 GH=;

Expurt Adasiai rafas Ry ebaSans

Sapplesieal Ma. | ta Pant 704

Casegary A—puge 4

a1l Digital imdegrased circuis, ofer San
Sase described 2400 Latio 3A00la 10 asd
3000 alZ, based uwpom my compound
semicondector and having any of e fol kewing:

alla Aneqgovalent gate comt of more
San 3 0 (2 mpat gades); o

allb Afoggle frequencyexceedng 1.2
it

all Fast Fowmier Tramsform (FFT)
processons faving a raed execotion Sme for an
Kpamt eamplex IFT &f lem &as (W lag,
HNNDLA R0 ms, where N & Se nomber of pois;

Techuical Nogr: When N is eqml fo
1,024 poinss, de formmala i 3400012 12 ghesan
exermtion dme of 500 ps.

= Micowmve ormi limeter mave comporents, 15
il cvavs:

b1, Electromic vacwamsun besand cashiodes as
fallorars:

Nawe §1 FAO0B.T does mor comerol shes
derigmed or rawed for o peraton in oy frequency
band  which marts all of dhe Bllnving
charactarinies

al Dhoes mor avcead 318 GH z and

b i Calocawd by he T S
radiocommanimatons  weviees, bur mor
vaudn clersrymel s oo

Nawe 2 JAG AT dors moa ool
mo- rpacr-quaa iied " whe wiich marr all dhe
lkmiiey chavactarinicn

al Amawrage ourpar povwer squal o or
Lery han S0 B and
bl Desigmedorraed froperagoninany

Fequency band which maro all of dhe Gllowing
chanactar inicn

I} Exvcards 318 Gz bur dos maot
avceed 435 (iMz; and

2b Ir “alomeed by dhe ITLFY fir
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CCL 3.b.1

e B.1 - Electronic
vacuum tubes and
cathodes

Not tubes or
cathodes

Thmmiseros Contral L Sapplesieal Ma. | ta Pant 704 Chategary J—pge 4

afilh Omeor more San one insermal light
datecting clement; and

ab. Optical wavegaides;

0.7 Field programmabile logic devices having
vy of S fol lowing:

a7a. Anequivalentusable gase commt of
mere dan 300000 (2 mpat g g

aTh A typical “hasic gafe propagation
delay dme™ of less San 0.1 m; or

a7, Atoggk frequency exceeding 133
MHz;

Note:  3A00a?  imcldem: Siwmple
Progravmmahle Logic Devices (SPLDs |, Complex
Programmable Logie Deviges (CPLIDs), Fuld
Prograwmmzhle (Gaw Aregyr (FPOASL Fald
Progravemable Logie Avays (FPLA ), and Field
Prograverahle bereomect (FPIC).

N8B Feld programmable logic devices
ae also lmowe @ field programmable gare or

Jeld prograwemab e g @vaen

a® [RESERVED]

a9 Nearal metwork indegrated circuits;

010 Cestom imdegrated cinoois forwhich Sie
famction i mnlmoen, or the conim | states of e
aqupment m which the indegrated croms will be
e & omkmo e o the mamafacioers, having any
af & following:

alia. More dan 1000 sermmals;

alih. A gypical “basic gake propagation
delay dme™ of less San 0.1 ns; o

allc. Anoperating frequencyexcesd ing
3 GH=;

Expurt Adasiai rafas Ry ebaSans

a1l Digital imdegrased circuis, ofer San
Sase described 2400 Latio 3A00la 10 asd
3000 alZ, based uwpom my compound
semicondector and having any of e fol kewing:

alla Aneqgovalent gate comt of more
San 3 0 (2 mpat gades); o

allb Afoggle frequencyexceedng 1.2
it

all Fast Fowmier Tramsform (FFT)
processons faving a raed execotion Sme for an
Kpamt eamplex IFT &f lem &as (W lag,
HNNDLA R0 ms, where N & Se nomber of pois;

Techuical Nogr: When N is eqml fo
1,024 poinss, de formmala i 3400012 12 ghesan
exermtion dme of 500 ps.

= Micowmve ormi limeter mave comporents, 15
il cvavs:

b1, Electromic vacwamsun besand cashiodes as
fallorars:

Nawe §1 FAO0B.T does mor comerol shes
derigmed or rawed for o peraton in oy frequency
band  which marts all of dhe Bllnving
charactarinies

al Dhoes mor avcead 318 GH z and

b i Calocawd by he T S
radiocommanimatons  weviees, bur mor
vaudn clersrymel s oo

Nawe 2 JAG AT dors moa ool
mo- rpacr-quaa iied " whe wiich marr all dhe
lkmiiey chavactarinicn

al Amawrage ourpar povwer squal o or
Lery han S0 B and
bl Desigmedorraed froperagoninany

Fequency band which maro all of dhe Gllowing
chanactar inicn

I} Exvcards 318 Gz bur dos maot
avceed 435 (iMz; and

2b Ir “alomeed by dhe ITLFY fir
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CCL 3.b.2

e B.2 - Microwave
monolithic integrated
circuits (MMIC)
power amplifiers

Not monolithic
Integrated circuits

Chmmeres Control L

radio-omemaed cadons  sevvices, bwt mor o
v clersromein an o

bla Travelng wave fobes, palsed or
contimeres wave, @ follows:

hlal Opeating ot frequencies
exceadmg 318 GH

blal Having a cathode beater
edement with 4 tam on time to rated RF power of
less than 3 secomds;

hlal Cospled avidy tohes, ar
demivaives & Feof, o 4 " fract ional andei g™
of more San T4 or a prak power exceedimg 25
EW;

bilad Helix tobes, or denvainves
Eereof, with any of e follown gchamden stics:

hlada  An “insanianecss
T dwvich ™ of more than one octave, and average
power (expressad im KW dmes fequemcy
jexpmssed m GHz) of more San 05

bladh  An “insantaneoss
b dwick ™ of ome octmve or less, md average
power (expressad @ KW dmes fequemcy
jexpmssed m GHz) of more San 1; or

bladc Bemg “mpmxe
qalified”;

bl b Cressedfied d amplifier sohes with
agaim of mome than 17 dR;

bl o Impegrated cathodes designed for
edectmmic tohes producing & oot T e & on
mment demwity af rafed operating comditions
exoeadng & Alam?;

= L Microwave mona lithic i megrated cirouis

BAMIC) power ammplifiers faving any of &e
1o Ty i

Frpurd Adasiabd ruta s Rl e ass

Supplenesl Na. | ta Fan 7

Categary I—mge §

hla  Ratedforopersion @ fequencies
exceading 3 2GHz wpioand mcduding & GHzand
withan average ool power greater dan 4W (16
dBmj with a “fractional bandwid®™ greater dan
155

hlh  Rased foropeaation o fequencies
exceading &0 Heup fo and mclading 16 GHzand
withan mverage oo et power greater San W0
dBmj with a “fractional bandwid®™ greater dan
g

hlc.  Rased foropeation @ fequencies
exceadmg 16 GHzup o md mcledmg 318 GH=
md wifh a6 aveEge cafl pow T gredier &
QW (29 dBm) wish a “fractonal bandeids™
grenter tham 10°%%;

hld  Rased foropmationatfequencies
exceeding 318 GHz wp w0 and mcoding 175
GHz,

hle Rawedforopemtionat fequencies
exceadmg 17T S GHrupio and incladimg 435 GH=
md with an avemge oo power greater Sum
OZEW (24 dBm) wih a “fractional bandwids™
greater than 1074 or

BIf  Ratedforopersionatfrequencies
exceading 415 GHz

Nioge I: 3A00F 5.2 does mor comerol broadear
sl B equip e fderd pracd o rrasnd to apera s e
the frequrncy rangeof# 5w 425 (il

Neoge 21 The comrol srams of dhe WWIC
whone  raad operaimy  Fequemcy  imchudes
Fequenaa bred ;o more than ane fFequency
ramge, @ dofimed by SAMILA2 e drouph
FAON B LY, i desevmined by the et average
ot parvier contro ] threshold

Nawe 1 Noves | and 2 followingthe Casgory
F headiny for A Symews, Equipwes, aud
Comporarrats waean thar SA00LD. 2 doer mor
ool WM i thery ave specally deigmad oo
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CCL 3.b.3

e B.3 - Discrete
microwave transistors

Not microwave
transistors

Chmmeres Control L

odher applicatoms, eg, wlecommadatons,
readar, amomobi ber,

bl D i it having
vy of S fol lkwing:

hla  Ratedforopemtonatfreguencies
exceeding 1 2 GHzuptoand mcduding & GHzand
Faving anaverage ooipet power gremter San SIW
@78 dRm);

bk Ratedforopaation o fequencies
exceeding & GHzwp to and mchading 31 8 GHz
md having an avemge oot power greader San
W (43 d B

hic  Ratedforopergionat Fequencies
exceeding 318 GHz wp o andinchading 175 GHz
md baving an average oot power greader San
OSW (27 dBm;

bld Raedforopemtionatfrequencies
exceedng 17 5GHy w o and inchoding4 3 5G He
md baving an average oot power gredter fan
W (30 dBm); ar

ble Ratedforopemtonatfrequencies
exceedng 435 (GHx

Note: The comrol maws of a fransisor
whore rawd opeaisy Fauescy  edludes
Fequencies Hned i more than one frag
range, @ defimed by SAMN hia dvouph
FA00E b3, i deserwinad by the dnvvent average
s pavier controd threshold

hd Mimwave solid stiafe amplifiers and
microwave assemblicsmodales contuining
merowave amplifiers having amy of e
o lhora g

hda  Rased foropereion ot freguencies
exceeding 1.2 GHzuptoand mcdudmgs GHzand
with an avemge owpot power greater San S0W
4 7.8 dBm) with a “facgomal andwids™ greatar
dham 15%;

Frpunt Ao il rado n Flag s Saas

Supplenesl Na. | ta Fan 7

Categary A—puge 6

hdbh Rated for opersiion o fFequencies
exceadmg & GHz opto ond incledimg 318 GH=
md with an average oufpat power greater Sum
15W (42 dBm) wi% a "Factonal banderids™
greater than 10%%;

hodc.  Rased foropamtion o fequencies
exceading 318 GHx wp %o and mclading 175
GHz,

bdd  Rawedforoperatonat fequancies
exceedmg 1T S (iHrupo and incloding 435 (GHx
mdwith m avenge owiatpower granter than | W
{30 dAm) with o “fmctomal handwids™ greater
dan 100

hd e Rasedforopersionat fequencies
exceeding 435 GH; ar

bhd f Hawedforopemtiomatirequences
above 31 GHzand all of the following:

hd £1. An average oo power (m
wass) P, greater tham 150 divided by e
maximem aperatng fraguency (m Gz squamd
[P 150 WHGH=F,, '

b4 L2, A fractiomalbandwidthof 8%
of greater; and

bd £1 Amy two sides perpendioalar
w0 one modhe with lengh d (@ cm) equal toor
less San 15 divided by fie baest operzing
fequency @ GHx [d = 1 5 em*GHE' £, ]

Fachnical Noger 3.2 ((Hz should be wrad ar

the Envamr operatny frequesy }'MJ im dhe
Jwrwala i FADD L B4R, o amep Bflers dhar bave
@ rased operaaon range exandng dovwenvard o
22Nz and below [ds Dom*GNZ3.2 f].

NEB: MU pover awplfiers should be
evalmarad apaimn the crtaria i FA000H 2

Neow [: 3400054, docs mo comeol
hroadoan savd e squipmantder gued or ratedin

Aprll 1R 20
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CCL3.b. 4

e B.4 - Microwave solid
state amplifiers and
microwave assemblies/
modules containing
microwave amplifiers

YES!

Thmmiseros Castrol L

ey applicavoms, eg, slecowmmd oo,
readiar, ot evpobi s,

bl Discrete mcrowave marskions having
my of e following:

Bla  Rasedforopemtonatfreguencies
exceedng 2 GHzupioand mcdudmgé GHzand
baving anaverage oot power greater San S0W
478 dBm);

Bk Ratedforoperation o fequencies
exceedmg & Hr op to and mclodmg 31 8 GH=
=d havieg & avesge o pow T gredier fan
W (43 d Bk

hle  Ratedforopermionat Fequencies
exceedmg 1E GHrwp to and imchodimg 37 5 GH=
md having an average ouiat power greater dan
OEW (27 dBmg

h1d  Ratedforopemtionatfreqoencies
axceading 175 GHzw to and imcbadimg 4 356G Har
md having an average oot power greater fan
W (30 dBm; o

hile Ratedforopemdonatfrequencies
axceadng 41 5 GH=

Now: The comrol mtass of a mransisor
whore rawd opoatsy Faquescy  mdludes
FFequencies Tnsed e move than o fragseecy
mpe, @ dofimed by SAMN hia  dvouph
SA000. b 32, in drsrveeingd by the et average
gt pavier ool threshold

b4 Micmwave solid state amplifiers and
microwave assemblicsmodales contining
microwave amplifiers hoving amy of e
o lhoar g

bda  Rasedforoperaion atfreguencies
exoeeding 1 2 GHzuptoand mcdudng & GHzand
with an avemge owpot power grenter San G0
478 dlm) with o “facSoral handwids”™ greater
dhan 15%;

Expurt Adasiai rafa s Ry abaSans

Sapplesieal Ma. | ta Pant 704

Casigary J—pupe &

ndh Rasedforoperation a Fequencies
exceedimg & GHz wp to od incheding 318 GHz
md with an avenage oot power greater fum
I5W (42 dBm) wig a “Faconal bandwihk™
grenter than 1074

hdc.  Rased foroperation @ fFequencies
exceading 318 GHzx wp %o and mcdeding 175
Gz,

hdd  Rasedforoperstonat fequencies
exceadmg 1T S GHxupio and inclod mg 43 5 GH=
mdwith m avenge owpaipower granter than 1 W
(10 dim) w4 “feEctonal fasdeidd” greater
San 100

hid e Ratedforoperstionat frequencies
exceading 435 GHz; v

b4 f  Rawedforopemtionatfrequances
above 32 (FHzand all of the following :

hd 1. An average oot power (i
wass) P, gremter tham 1530 divided by e
maximem aperatn g fraquency (m GHz) squamd
[P= S0 WSGHEY, 75

B4 £ A fractimalbandeidthaf 225
or greater; and

bd £ Any two sides perpendioalar
w one moha with lengh d (@ cm) equal toor
less dan 15 divided by die lowest operaiing
fequancy @ GH= [d < 1 5 em®GH2' £, ]

Tachnical Nowe: 3.2 Nz should be wrad ar
the kowes! operatng fequency § ) im the
Jovemtls i 3ADDLASE, fow amp By dhar have
a rawd gperarion range enending dvonvard o
22Nz and below [ds Dom*GHz3.2 f].

NB: MMIC power ampifiers should be
avaluarad apainn die crigria i $A000 2

Nog I: 3A000h4. doss s comral
broadan savd bre equipmen rdes gued or rated o

Aprll 1R DM
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Exercise - Category 4

e Insert picture of category 4,
e Read notes

e Read through headers

e Find disk drives
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Exercise — EAR99
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Classification Exercise

< Amplifier
— EAR99
— 3A001.4.b.4
— 5D991

e Then talk about related sw, technology.
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Classification Example

e Telecom equipment
— Cisco Product Matrix

e Then talk about related sw, technology.
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Exercise

e Do all exports under the EAR must have either
an ECCN or be classified as EAR99?

— True

< When calling other companies to obtain their
product classifications, what should you ask for?
1. Jurisdiction
2.ECCN
3.License Exception
4.CCATS
5. All of the above
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Exercise

e Each ECCN category in the CCL includes:
a. License requirements.

License exceptions.

Item specific prohibitions.

List of items controlled.

All of the above.

®© Qo6 T



|
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General Prohibitions

Part 736 EAR
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General Prohibitions

e 10 General Prohibitions
e Some apply to all exports
e Some apply to items with ECCN'’s only
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Knowledge Standard

e Certain provisions in the EAR require an exporter
to submit an individual validated license
application if the exporter "knows" that an export
that is otherwise exempt from the validated
licensing requirements is for end-uses involving
nuclear, chemical, and biological weapons (CBW),
or related missile delivery systems, in named
destinations listed in the regulations.
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General Prohibitions - ECCNs Only

1. You may not export items to listed countries
without a license or a license exception.

2. You may not reexport and export from abroad
foreign-made items incorporating more than a
de minimis amount of controlled U.S. content
without a license or a license exception.

3. You may not reexport and export from abroad

the foreign produced direct product of U.S.
technology and software.



A I—1] Beth Peterson
W Enterprises, Inc.

General Prohibitions — EAR99 & ECCNSs

4. You may not take any action prohibited by a
denial order (EAR99 and ECCNS).

5. You may not knowingly export and reexport
items (EAR99 and ECCNSs) to certain end-users
or end-uses prohibited for nuclear, missile,
chemical or biological weapons without a
license.

6. You may not export or re-export both EAR99
and ECCN items to embargoed destinations.

/. You may not support proliferation activities if
you are a U.S. person for EAR99 and ECCN
items.
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General Prohibitions

8. You may not export or re-export EAR99 and
ECCN items through or transit through certain
countries without a license or license
exception.

9. You may not violate any term or conditions of
any license nor violate any order made under
or made part of the EAR for EAR99 and ECCN
items.

10.You may not proceed with transactions of
EAR99 and ECCN items with knowledge that a

violation has or ill occur. ®
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End Use/End User Controls
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Current Sanctions

e Cuba — BIS and OFAC E

— Most stringently controlled.

e |lran — BIS and OFAC

— Comprehensive embargo.

e OFAC licenses all exports, reexports of CCL items and
exports of EAR99 items by U.S. persons.

= BIS licenses deemed exports and reexports of EAR99
items by non-U.S. persons.

— Check Michael Moore case
— Check Update slides
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Current Sanctions

e lrag — BIS

— Removed EAR99 license requirements 7/30/04.
— EXxisting controls for:
e Eight proliferation and explosive related ECCNSs.
e Items destined for military end uses or users.

e |[tems controlled for NS, MT, NP, CW, CB, RS, CC,
El or UN reasons.
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Current Sanctions

- Libya — BIS -

— Removed licensing requirements for items controlled
for AT reasons on 8/31/06.

— Moved into Country Group D:1, removed from E:1.
— Libya is now eligible for CIV, ENC, TSU and RPL.
— Policy change from “deny all”.

— “Installed base” provision for Libya (Section 764.7 of
EAR) remains in place.

e Can address prohibition on interacting with
“installed base” items with a license or report.
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Current Sanctions

e North Korea - BIS
— Get date
— Removed from country group E:1, moved to D:1, D:2,
D:3 and D:4.

— Current sanctions
http://www.state.qgov/r/pa/prs/ps/2008/0ct/110923.htm

— 11 ECCN'’s that are used in the nuclear area and are
controlled for AT reasons to North Korea only.
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Current Sanctions
e Sudan — BIS and OFAC =

— Comprehensive embargo.
e OFAC licenses all exports.
e BIS licenses items on the CCL only.
— 2/05 BIS amended the EAR to allow humanitarian

NGOs to take “tools of the trade” to Sudan under TMP
for up to one year. —

e Syria — BIS —
— 5/14/04 General Order No. 2 implemented the Syria

Accountability and Lebanese Sovereignty Restoration
Act’s (SAA) export control related restrictions.

— All items subject to the EAR except food and some
medicines require a license for export and rexport.

— General policy of denial.
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Exercise

e If you have an item on the CCL, and have
determined that a license is not required to the
country of destination — what other
considerations should you entertain?

— End use/end user 732, 736 and 738

e As a U.S. Citizen, can you broker exports of non-
U.S. origin items going to a non-U.S. company in
the U.K. for nuclear weapons research without
applying for a license?

— No — General Prohibition 7
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Exercise

e You receive an order for medical
equipment classified under EAR99 from a

hospital in Iran. Can you export these
items without a license?

— No — General Prohibition 6
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Encryption
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United States Encryption Policy

U.S. Encryption export policy rests on three
guiding principles:
1. Review of encryption products prior to sale.

2. Streamlined post-exporting requirements.

3. Licensing review of certain exports and reexports of
strong encryption to foreign governments.
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Bureau of Industry and Security
U.S. Department of Commerce

Where Industry and Security Intersect What's New | Sitemap | Search

Home >Policies and Regulations =Encryption

COMMERCIAL ENCRYPTION EXPORT CONTROLS

Export and reexport controls on commercial encryption products are administered by the Bureau of Industry and
Security (BIS) of the U.S. Department of Commerce. Rules governing exports and reexparts of encryption items are
found in the Export administration Regulations (EAR), 15 C.F.R. Parts 730-774. Sections 740.13, 740.17 and 742.15 of
the EAR are the principal references for the export and reexport of encryption items.

Eegulations - encryption rules published by BIS since export control jurisdiction was transferred from the State
Department to the Commerce Department in 1996,

Guidance - step-by-step instructions and guidance to help exparters when preparing a review request for =64-hit mass
market encryption or License Exception EMC, applying for a license, or submitting a notification for MLR, beta test
software or "publicly available" source code (and corresponding object code). For exporters who are exploring whether
their products are subject to these review or notification requirements, a basic "checklist" on encryption and other
“information security® functions is prowvided.

Advisory Cpinions - advisory opinions related to encryption items may be reviewed on the advisory opinions web page.

Encryption Simplification Rule of October 3, 2008 (73 FR 57495)

Summary of Amendments to the Export Administration Regulations

Restructures license exception ENC based on what type of review and waiting period
are required.
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Encryption

e In cryptography, encryption is the process of
transforming information (referred to as plaintext)
to make it unreadable to anyone except those
possessing special knowledge (a key).

e The result of the process is encrypted information
(ciphertext).

e Encryption also implicitly refers to the reverse
process, decryption (e.g. “software for encryption”
can typically also perform decryption), to make the
encrypted information readable again (i.e. to make
It unencrypted).
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Encryption — BIS Definition

e “Cryptography”. (Cat 5) — The discipline that
embodies principles, means and methods for the
transformation of data in order to hide its
Information content, prevent its undetected
modification or prevent its unauthorized use.
“Cryptography” is limited to the transformation of
Information using one or more “secret
parameters” (e.g., crypto variables) and/or
associated key management.
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Your Company and Encryption

e You may export encryption software or other
encryption products, often embedded in other end
item components.

e Examples include:
— Software.

— Hardware.

— Technology
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Broad Examples of Encryption

= Algorithms

— Advanced Encryption Standard (AES), Rivest,
Shamir, and Adleman (RSA), elliptic curve
cryptography, quantum cryptography.

e Protocols w B o
— IP Security (IPSec), Secure Socket Layer (SSL), == =l
WiFi (IEEE 802.11) / WIMAX (IEEE802.16). .,

= Applications

— Wired and wireless communications, open source  _ d
and commercial software, stored data and data _h--i } \
in transit, Virtual Private Network (VPN). A L
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Technology Use and Access

e Release of “technology” to a Foreign National In
the U.S.

e This is "deemed" to be an export to the home
country or countries of the foreign national and
may require a license under the EAR.

— “Technology”. (General Technology Note)-- Specific
Information necessary for the “development”,
“production”, or “use” of a product. The information takes
the form of “technical data” or “technical assistance”.

— “Use”. (All categories and General Technology Note)--
Operation, installation (including on-site installation),
maintenance (checking), repair, overhaul and
refurbishing.
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ECCN Classification — Many Factors

 Is the encryption algorithm asymmetric or
symmetric?
e What is the key length?

e |s the commodity, component or software network
Infrastructure necessary to activate cryptographic
functionality in WAN, MAN, VPN, satellite, digital
packet telephony/media (voice, video, data) over
Internet protocol, cellular or trunked
communications with key lengths exceeding 80-
bits for symmetric algorithms?
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ECCN Classification — Many Factors

e Encryption source code that would not be eligible
for export or reexport under License Exception
TSU because it is not publicly available and not
otherwise eligible for License Exception ENC?

e |s the commodity or software cryptanalytic items?
e Encryption software commodities that have been:

e Been designed, modified, adapted or customized
for “government end-user(s)” or government end-
use?

— Cryptographic functionality that has been modified or
customized to customer specification?
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ECCN Classification — Many Factors

— Cryptographic functionality or “encryption component”

that is user-accessible and can be easily changed by the
user?

— “Cryptanalytic items”?

— Encryption commodities and software that provide
functions necessary for quantum cryptography?

— Encryption commodities and software that have been

modified or customized for computers classified under
ECCN 4A003?
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ECCNs, Controls and License Requirement

e Hardware

ECCN | Controls License Requirements

5A002 |EI, NS, AT License required for all countries except
Canada.

5A992 | AT No license required for all except E:1
countries.

- Software

ECCN Controls License Requirements

5D002 El, NS, AT | License required for all countries except Canada.

5D992 | AT No license required for all except E:1 countries.
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Categories of Encryption

e U.S. Government policy tends to group encryption
and encryption products into three separate
buckets:

— Mass Market (5A/D992)
— Unrestricted (5A/D002)
— Restricted (5A/D002)

e General Technology and Software Note is not
applicable to encryption.
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Encryption License Exceptions

L|cen§e Type of Products Class of End-Users Country Reporfmg Restrictions
Exception Req's
TMP - Encryption products, Exporters or employees of |Global, except Country No - Returnin 1 year
§740.9(a)(2)(i) |including laptops with pre- |the exporter Group E:1(2) countries and - Must retain effective control and
"Temporary loaded encryption Sudan ownership
exports - Tools
of trade"
TMP - Encryption products, Exporters, employees of the [Global, except Country No - Return in 1 year
8740.9(a)(2)(iii) |including laptops with pre- |exporter, or designated Group E:1 - Must retain effective control and
"Temporary loaded encryption sales reps of the exporter ownership
exports - - No more than 120 days in one
Exhibition and location
demonstration" - Cannot be used for their intended
purpose, except for minimum extent
required for effective demonstration
BAG - §740.14 |Encryption products for U.S. citizens or permanent [Global, except Country No - Personal ownership
personal use, including resident aliens Group E:1 - Usual and reasonable quantities
laptops with pre-loaded
encryption - Not intended for sale -Intended for
a necessary and appropriate use of
individuals or members of
immediate family traveling with
exporter
TMP - Beta test encryption Certified testing consignees |For beta test encryption Yes - Refer to §740.9(c).
8740.9(c) "Beta |software intended to be (see §740.9(c)(5)) software: Global, except - See - There are a number of
test software” |"mass marketed" to the Country Group E:1 §740.9(c)(8) |requirements and restrictions, and

general public after
completion of beta testing

for notification
requirements
specific to
beta test
encryption
software

they apply to all beta test software
(including beta test encryption
software) subject to the EAR
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Encryption License Exceptions

Llcen:-;e Type of Products Class of End-Users Country Repor:ung Restrictions
Exception Req's
TSU - Encryption source code that |All Global, may not knowingly |No - Notification of the Internet
§740.13(e) would be considered export to Country Group E:1 location, or else a copy of the
"publicly available" (e.qg. source code, by time of initial export
"open source") and
corresponding object code

ENC to Encryption items (including |Government and non- Located in Supplement No. |Yes, except |- Requires ENC review, except for

countries listed |source code, technology, government end-users and |3 to Part 740 countries (3) |as described |certain internal use transactions for

in Supp. No. 3 |technical assistance and subsidiaries (EU “license-free zone”); in the development of new products
to part 740 - "open cryptographic subsidiaries not located in  |8740.17(e)(4) |(8740.17(a)(1))

§740.17(a) interface" (OCI) items) Country Group E:1 - immediate export and reexport
upon registration of complete
review request
- Excludes cryptanalytic items to
government end-users

ENC to U.S. Encryption items (includes [U.S. companies and Global, except Country No - No review for any internal

subsidiaries -  |source code, technology subsidiaries (includes Group E:1 company use, including the

§740.17(b)(1)

and "open cryptographic
interface" - (OCI) items)

foreign employees,
contractors and interns)

development of new products
- Developed products require
review prior to reexport, resale or
transfer outside the company

ENC restricted
to non-
“government
end-users” -

§740.17(b)(2)

Network infrastructure
products, commercial
source code, and other
specified encryption
commodities, software, and
components

Non-government end-users

Global, except Country
Group E:1

Yes except as
described in
§740.17(e)(4)

- Requires ENC review

- Excludes OCI and technology

- A license is required to
government end-users outside EU
“license-free zone”
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W

Encryption License Requirements

end-users" and
non-
"government
end-users" -
8740.17(b)(3)

§740.17(€)(4)

L|cen§e Type of Products Class of End-Users Country Repor:ung Restrictions
Exception Reqd's
ENC to both Encryption commodities, Non-government AND Global, except Country Yes except as|- Requires ENC review -Excludes
"government  |software, and components |government end-users Group E:1 described in |technology, OCI items and those

commodities and software that are
listed in §740.17(b)(2)(iii)
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Previously Reviewed and Bundling

e When two separate items that have previously
been reviewed (have a CCATS) are repackaged
together, they do not have to be reviewed again.

e EXxceptions:

— If previously reviewed items are combined to create a
new product then bundling does not apply.

— Example Open SSL (5D002 TSU) + Proprietary Crypto
SW (5D992 ENC) = new product needing review.
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Mass Market Encryption

e BIS determines whether an item iIs Mass Market,
cannot self-classify. Examples:

General purpose operating systems.

Certain short range wireless devices
commodities and software..

PDA’s and web phones.
Commercial of-the-shelf software for PC’s.
Wireless “‘personal area network’ items.

“Ancillary cryptography’” commodities and software.

e Anti-Terrorism (AT) controls only - for all key
lengths.

= Notification no longer required.
e No reporting required.
e Government and non-government end users.
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Unrestricted SW and HW

e Controlled under 5A002 and 5D002.
« AT, ElI and NS Controls.

e Sold at large volume typically through
electronic or telephone transactions or through retail outlets
independent of the manufacturer.

= No substantial support for installation and use.
= Cryptographic functionality can’t be easily changed.
e ENC to non-E:1 countries, non-government end users.

e Government end users within Supplement 3 countries for 80
bit or under.

= Review required.
e Post-export reporting requirements apply.
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Restricted Software and Hardware

e 740.17(a) Supplement 3 countries only.
e Controlled under 5A002 and 5D002.
« AT, El and NS Controls.

< Not sold in large volume through electronic or telephone
transactions or through retail outlets independent of the
manufacturer.

= Does not meet the “no substantial support requirement” for
installation and use that is part of the definition of “retail”
commodities and software.

e Government and non-government end users.
= Review required.
= Post-export reporting requirements apply.
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ENC - Restricted

e Supplement 3 to Part 740

e Added Bulgaria, Canada, Iceland, Romania, and

Turkey

Australia Greece Norway
Austria Hungary Poland
Belgium Iceland Portugal
Bulgaria Ireland Romania
Canada Italy Slovakia
Cyprus Japan Slovenia
Czech Republic |Latvia Spain
Denmark Lithuania Sweden
Estonia Luxembourg Switzerland
Finland Malta Turkey
France Netherlands United Kingdom

Germany

New Zealand
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Encryption Review - Not Required

Items under 5A992 and 5D992 that are exported to foreign
subsidiaries of U.S. companies for any end use, including
development.

Mass Market commodities that would not otherwise fall
under Category 5, but are controlled under 5A992 or 5D992
because they incorporate components or software that
provide short-range wireless encryption functions (no more
than 100 meters).

Items under 5A992 or 5D992 with limited cryptographic
functionality that are not controlled for EIl reasons, limited to
authentication, digital signature, execution of copy protected
software and finance specifying items specially designed for
banking use or money transactions.
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Notification Required

e BIS must receive notification prior to export
(post to the Internet) for 5A002 and 5D002:
— Beta test encryption software.
— Source Code made publicly available under TSU.
— Provide URL or copy of source code in notification.
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Encryption Review Required

e > 80-bit symmetric encryption
> 1,024-bit asymmetric encryption
e > 160-bit elliptic curve encryption

e Determine the type of review required — License
Exception ENC or NLR (Mass Market)
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Encryption Review Requests Include:

- W
= Form BIS-748P or SNAP equivalent. R T T S

= Supplement 6. | i e _]
= Supporting documents and URLs. P s
- Product description, what it's designed | = -~ =
to do with particular regard to its
security functions.

= Technical and marketing descriptions,
data sheets and pictures.

= Full, detailed description of every algorithm used and its
key length.

e Best guess at ECCN, license exception and restricted/non-
restricted.

e Required to send to both BIS and the ENC Encryption
Request Coordinator.
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Following Review

< Will receive written
communication (CCATS)
concerning eligibility for:

— NLR - Mass market.

— ENC — Restricted (740.17)(b)(2).
— ENC — Unrestricted (740.17)(b)(3).

Mass market items may be
exported and rexported without
a license (NLR) except for E:1

countries.

._11 Beth Peterson
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Encryption Review — Mass Market

e To meet Mass Market treatment you must show:
— Generally available to the public, sold:
e Over-the-counter.
- Mail order.
e Electronic downloads.
e Telephone orders.

— Cryptographic functionality cannot be easily changed by
the user.

— Designed for installation by user without further
substantial support.

— Must demonstrate ECCNs 5A002 and 5D002 do NOT
control items.
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Encryption License Requests

e In most cases, item will be eligible for license
exception.

< Examples where license is required:

— Technology controlled under ECCN 5E002 and "open
cryptographic interface" items to end-users (except U.S.
subsidiaries).

— Cryptanalytic items to government end-users except
Canada.

— Encryption commodities and software that do not meet
the “restricted" criteria.

— All exports to terrorist supporting or embargoed
countries.
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Encryption License Requests

e Include a brief technical description in Block
22()) of 748P.

e Include supporting documents such as technical
specifications.

e Include brief letter of explanation which
summarizes your proposed transactions.
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How Quickly Can | Export?

e Immediately export following registration:
— To Supplement 3 countries.

— To foreign subsidiaries of Supplement 3 country
companies.

— To foreign subsidiaries of U.S. companies.

< 30 days after registration:

— Outside supplement countries.
— Unless notified by BIS of Hold Without Action (HWA)
for more information.
e 30 days are calendar days.
e Does not include HWA days.
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When Is Reporting Required?

e Use of ENC 740.17 - Review exclusions from
reporting requirements 740.17(e)(iii).
— Semi-annual reporting to BIS and NSA.
e Product P/N.
e Product name.
e Quantity.
e End user and address/country.
- CCATS.
e Electronic format (spreadsheets, tabular text or

structured text).

e E-Mail to: crypt@bis.doc.gov and enc@nsa.gov or
send CDs.
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Reporting Exemptions

Exports (or reexports in to Canada) of internal
“development” or “production” of new products.

Encryption commodities or software with a
symmetric key length not exceeding 64 bits.

5A/D002 unrestricted shipped to individual
consumers.

Encryption items exported via free and anonymous
download.

Encryption items from or to a financial institution
for banking or financial operations.

Short range wireless encryption functions.
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Reporting Exemptions, cont.

Foreign products developed with or incorporating
U.S.-origin encryption source code, components,
or toolkits.

Wireless "personal area network" items.
Ancillary cryptography.

Foreign products developed by bundling or
compiling of source code.

General purpose operating systems, or desktop
applications.

Client Internet appliance and client wireless LAN
cards.



A I—1] Beth Peterson
W Enterprises, Inc.

Use by Non-US Employees

e For development purposes:

— Restricted:

e 740.17(a) authorizes export and reexport to foreign
subsidiaries and offices of end users headquartered in
Canada or to Supplement 3 countries

— Unrestricted:

e 740.17(b)(1) authorizes export and reexport to any US
subsidiary, and by a US company and its subsidiaries to
foreign nationals who are employees, contractors or interns
of a US company or its subsidiaries if the items are for
internal company use.
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Is My Customer a Government End User?

e |ncluded:

— Certain governmental organizations including those
that manufacture or distribute items or services on the
Wassenaar Munitions List.

e Excluded:

— Wholly or partially government-owned organizations
that do not manufacture or distribute Wassenaar
Munitions List items or services.

— Telecommunications and Internet service, broadcast or
entertainment entities such as radio or television
organizations.
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Encryption — Final Thoughts

Tremendously complex topic with volumes of BIS
resources.

Work closely with engineering and IT to ensure
proper controls are in place.

Know whether you must notify, request review or
request a license before you export.

For license exception ENC you need to know
restricted/unrestricted status.

Don’t forget about upgrades and patches.
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Exercise — Mass Market Encryption

e You have a mobile device containing short
range wireless features — 50 meters. What
must you do prior to export?

— Self classify your product under 5A992, mass market
encryption, No License Required (NLR).
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Exercise — License Exception ENC

e You have submitted an Encryption Review with
BIS. BIS has returned a CCATS that provides
you with authorization to export your product
under 5D002, license exception ENC as per
740.17(b)(2). Can you ship to government
end-users without a license?

— No, 740.17(b)(2) is ENC — Restricted to Government
End-Users.
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Exercise — License Exception ENC

e You have hardware that includes an operating
system classified under 5D002, ENC, OpenSSL
for access control and have developed
proprietary code for license management. What
do you need to do to export?

— Request an Encryption Review via SNAP-R.

e Extra credit — what iIs the classification that you
should receive for this hardware?

— 5A002, ENC, Unrestricted
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Automated Export System
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Mandatory AES: What Must | File Through AES?

 All shipments that require an:

— All ITAR Hardware that requires a DDTC export
license.

— BIS validated export licenses.

e All non-EAR99 commodities exported under same
Schedule B # that exceed $2,500 in value.

— This exemption does not apply to exports:
Destined for Cuba, Iran, North Korea*, Sudan
and Syria.
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Mandatory AES: Exemptions

e Exemptions from the Requirements for Filing
Shipper's Export Declarations

— 30.50 Procedure for shipments exempt from
the requirements for Shipper's Export
Declarations

- 30.55 Miscellaneous exemptions
— 30.56 Conditional exemptions

— 30.57 Information on export declarations for
shipments of types of goods covered by 30.56
not conditionally exempt

— 30.58 Exemption for shipments from the
United States to Canada

102
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How is it Done Today?

e Filing:
— Majority of Exporters outsource this function to their
carriers or freight forwarders
— Some procure AES software and file themselves
e Timing
— Some exporters are qualified for Post Departure filing
— Most must file a specific number of hours prior to

departure
Vessel 24 hours (before lading)
4 hours
Air Wheels up from NAFTA and Central and South America above the equator
Rail 2 hours
1 hour non-Free and Secure Trade (FAST)
Truck 30 minutes FAST

103



A I—1] Beth Peterson
W Enterprises, Inc.

Automated Export System Methods of Filing

e Self Filer

— AES Direct

— PC Link

— GTM Software

— Proprietary software (AESTIR)
e Qutsourced Filer

— Agent’s Software
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AES Filing Options

e Option 1 — Pre-departure filing
e Option 2 — Post-departure filing

— Only companies previously approved companies can
use option 2.

— No new companies are being granted option 2 benefits.
< AES allows you to report estimated information

and then update that estimated data with the
accurate information once it is known.

e AESTIR Appendix V — HTS Numbers that Cannot
be Reported in AES.



= ._11 Beth Peterson
W Enterprises, Inc.

Mandatory AES: How does it work?

Using AES or AESDirect the exporter or
authorized filing agent transmits shipper export
data through CBP to Census.

AES validates the data and generates either a
shipment confirmation number or an error
message back to the filer.

Carrier matches XTN or ITN information with its
own electronic data filing for transmission of
carrier manifest information

106
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Mandatory AES: Shipping Documents

e Commercial invoice, air waybill, or ocean BL,
with:

— appropriate exemption statement, and if required
— External Transaction Number (XTN) or

— Internal Transaction Number (ITN)

107
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ITN Numbers

e ITN provides a link to a create date and time for
the record in AES to verify compliance with pre-
departure filing requirements.

* The shipmartyou have requeask=d has b2en reizued,

* Click Wiew *ED to continue to the Shipment Yiewar to view or edit this
SED

=PRI EHCO CECILLAZ4EL R
Fil=r [T 112610E7E
shipment Hurmbar TEETOOL

Sk=tusi ACCEPFTELYVERLFT
ITH: Exd040=040000ET

Wigw SED | Frint 3ED | Use &= & Tamplate
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AESDirect

2hipment Reporting Cente
Shipment From Date:
Status w/ITN To Date:
LISPP] chigment #
BAE SYETEMS , : LOS ANGELES IN [
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Authorized Agent Best Practices

e Transmit or provide your service provider
with all of the AES information for each

shipment:
— EDI
— SLI
e Reqguest a copy of the AES filing for each
shipment.

< Audit the service provider filings and
review the findings with them.
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AES — Internal Audit

< Are the parties to the transaction correct?
— USPPI
— EIN numbers
— Related parties

e Trackable shipment reference number?
 Are the HTS/ECCN classifications accurate?
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Implications - New Census Penalties
« Failure to file and late filings

— $1,000 per each day of delinquency, to a
maximum from $1,000 to $10,000 per violation

— Non-filing violations = False Information
— Civil Penalties = $10,000 per violation

— Criminal Penalties = $10,000 per violation
and/or 5 years in jail

e Reports or uses AES to further illegal activities=
$10,000 per violation and/or 5 years in jail

112
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Shipper’'s Export Declaration (SED)

e Required for:

ke A r e o

areas exclud mg

— All Ilcienisle!i stlpments regarSes‘s of vz!l , Including those

to C

— All eﬁﬂ@@$lt8) ilﬂ x\er L rStates through

Canada destined to a country an Canada, i.e.,

transshipment

S, <)
— All export shiprsegmoo to and from Puerto Rico

and to the U.S. Virgin Islands.
 Electronic filing iIs mandatory.
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Automated Export System (AES)
- USPPI

Julie; you'Bprobably

— Agent must : e a Power Attorney to file

Wamttnelete this———
" eanCe 1T Ty om Ej::;ffj‘“. _

forwarder. o — =
— SLI not requireseCt R = Ml s

U.S. Census Bureau

Trade Statistics

Export Control
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Routed Export Transactions

Contractual relationship between the parties
that creates a "routed” transaction.

Transfer the export licensing responsibility from
the USPPI to the FPPI then you need the writing
required from the EAR.

FPPI agrees to take on the responsibility of the
EEI filing and the license determination.

US seller is only responsible for providing
Information about the shipment (i.e.,
classification, value, license authorization,
quantity, weight, etc.) to either the foreign party
or the broker/forwarder.
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“Exporter” under the EAR and the FTSR

EAR 15 [15 CFR 758.3] FTSR [15 CFR 30.4]

Exporter = USPPI--person in the U.S.
who has the authority of a principal
party in interest to determine and
control the sending of items out of
the U.S.

USPPI can be either:

USPPI or

Forwarding or agent of principal party
In interest

Important Note: In a routed export
transaction and for purposes of
licensing responsibility under the EAR,
the forwarding or other agent of the
FPPI can be the “exporter” or
applicant on the license.

Exporter = always the USPPI-- person
in the U.S. that received the primary
benefit, monetary or otherwise, of the
export transaction.

USPPI can be either:

U.S. Seller
Manufacturer
Order Party
Foreign entity

Important note: The freight forwarder
iIs NEVER the USPPI on the SED/AES.
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Responsibilities of Parties when filing the SED/AES

from USPPI.

Provide the USPPI with a copy of the
export information filed in the form of a
completed SED, electronic facsimile, or in
a manner prescribed by the USPPI.
Maintain documentation to support
information reported on the SED/AES
record.

U.S. . Prepare SED/AES record OR authorizea Provide basic information to the forwarder or other agent
Principal freight forwarder or other agent to prepare necessary for completing the SED/AES record, including:
Party in and file the SED/AES record, with a 1. Name, Address, IRS, EIN of the USPPI
Interest power of attorney, written authorization, 2. Point of origin
or signing the authorization on the SED. 3. Schedule B description of commodities
. If authorizing a freight forwarder or other 4. Schedule B Number
agent: provide information to such agent 5. Quantity/ unit of measure/ Value
for completing the SED/AES record. 6. Upon request from the FPPI or its agent, the
. Maintain documentation to support the Export Control Classification Number OR sufficient
information reported on the SED/AES technical information to determine the ECCN.
record. . Maintain documentation to support information provided
to the forwarding or other agent.
Freight . Prepare SED/AES record based on . Prepare, sign, and file SED/ AES based on information
Forwarder information received from the USPPI. obtained from the USPPI.
or other . Obtain POA, written authorization, or . Obtain a POA or written authorization from the FPPI to
agent signed authorization on the paper SED act on its behalf in the export transaction.

Maintain documentation to support information reported
on the SED/AES.

Upon request, provide the USPPI with documentation
that the information provided by the USPPI was
accurately reported on the SED/AES record.

Important Note:

1. In routed export transaction, the Seller must
always be listed as the USPPI in the SED/AES
record

2. The forwarder will never appear as the USPPI
on the SED/AES.




_8 By Beth Peterson
Enterprises, Inc.

Closing



B/» - Beth Peterson o
W Enterprises, Inc.

Translating your Export Responsibilities

e Increased revenue through
— Access to all markets as a result of compliance.

e Customer Retention through:
— Accurate classification and licensing of products.
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BP2 Corrected a typo
Beth Peterson, 11/3/2008
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- Accelerate your supply chain. =& & |

e Increase corporate profit.

e Decrease cost of goods.
e Establish competitive advantage.

e Drive executive decisions.

Business information can and should
be used to outthink rivals
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Trade Consultants

Consulting Services Training & Education

» Global Trade Strategy Development = Online Training Services

» Global Trade Technology » |nstructor Led Workshops and
Assessment Seminars

» Import Procedure Development » Learning Management System

» Export Procedure Development Services

» Security Standards and » Customized Training Development

Implementation
= Global Trade Audit Services
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BPE Standards of Excellence

At BPE we:

Partner with you to achieve your objectives
Embrace the global nature of your business

Are an extension of your team

Make you more competitive

Empower you to succeed

Deliver solutions for your business needs

Leverage technology, delivering a superior product
Are compliance driven
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Additional Advanced EAR Materials

- www.bpeglobal.com
— Login: BPEADVEAR
— Password: expOrt
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BP3 Added this new page
Beth Peterson, 11/3/2008
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ENABLING COMPANIES TO
SUCCEED GLOBALLY THROUGH
CONSULTING AND TRAINING

© 2008 by Beth Peterson Enterprises, Inc. Proprietary and Confidential



